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PASSWORD DIFFICULTY

How long does it take to break a password?

Max Time =

(# of possible characters)Password Length

Attempts per second

Password Length

# of Characters

Types of Character Used

LowerCasan I Ubner gL auars Alphanumeric | Every Keyb‘nard
I Onky olrbers ||| i Shets i Alphabets (”p"f:'af‘e';"“‘“ s:;“;:'bi:'r’;'
[Eg. 1234) {Eg. Password) (Eg. QwErTy) (Eg. iAkm1337) | (Eg. @55h0]31)
10 26 52 62 95
4 0.3 ms 15 ms 24 ms 490 ms 2.7s
5 3ms 400 ms 13s 31s 4.3 min
6 33ms 10s 11 min 32 min 6.8 h
7 330 ms 4.5 min 9.5h 33h 27 days
8 33s 19h 21 days 84 days 7 years
g 33s 2.1 days 2.9 years 14 years 670 years
10 5.6 min 54 days 150 years 890 years | 6.3x10" years
11 56 min. 3.9years | 7.9%10° years | 5.5%10" years | 6x10°years
12 9.3h 100 years | 4.1x10° years | 3.4x10° years | 5.7x10°% years
13 39days | 2.6%10° years | 2.1x107 years | 2.1x10° years |5.4%10° years
14 39days | 6.8x10° years | 1.1x10° years |1.3x10" years
15 11years | 1.8x10°years |5.8x10" years|8.1x10" years
16 11years | 4.6x107 years

1 : DL GeForce GTX 1080 fffi# 25 HE

*Assumption: Using a GeForce GTX 1080 (~30million attempts per second)
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HOW SECURE IS MY PASSWORD?

It would take a computer about

34 THOUSAND YEARS

to crack your password

‘Why not try Dashlane to create and ber strong ds? It's free!

Tweet Your Result

TOP TIP: USE A PASSWORD MANAGER

The No. 1 tip for better security on the internet is to use a password manager like Dashlane. Password managers can

generate and store uncrackable passwords. They can also notify you when your accounts become vulnerable.
Try Dashlane - it's free!

Your password looks like it could be a dictionary word or a name. If it's a name with personal significance it might be easy to guess. If it's
a dictionary word it could be cracked very quickly
Unique, randomized passwords will keep your accounts more secure

Your password only contains letters. Adding numbers and symbols can make your password more secure
Use complex passwords to keep all of your online accounts secure
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